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Abstract Structural bioinformatics applies com-
putational methods to analyze and model three-
dimensional molecular structures. There is a huge
number of applications available to work with
structural data on large scale. Using these tools
on distributed computing infrastructures (DCIs),
however, is often complicated due to a lack of
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suitable interfaces. The MoSGrid (Molecular Sim-
ulation Grid) science gateway provides an intu-
itive user interface to several widely-used appli-
cations for structural bioinformatics, molecular
modeling, and quantum chemistry. It ensures the
confidentiality, integrity, and availability of data
via a granular security concept, which covers all
layers of the infrastructure. The security concept
applies SAML (Security Assertion Markup Lan-
guage) and allows trust delegation from the user
interface layer across the high-level middleware
layer and the Grid middleware layer down to the
HPC facilities. SAML assertions had to be inte-
grated into the MoSGrid infrastructure in several
places: the workflow-enabled Grid portal WS-
PGRADE (Web Services Parallel Grid Runtime
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and Developer Environment), the gUSE (Grid
User Support Environment) DCI services, and the
cloud file system XtreemFS. The presented secu-
rity infrastructure allows a single sign-on process
to all involved DCI components and, therefore,
lowers the hurdle for users to utilize large HPC
infrastructures for structural bioinformatics.
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Security · DCIs · Structural bioinformatics

1 Introduction

Structural bioinformatics and computational
chemistry have become indispensable tools in
many fields of biomedical research. Molecular
dynamics methods, quantum chemical methods,
and protein-ligand docking provide deep insights
into the structure of biomolecules and their
interactions and are essential tools in such diverse
areas as materials science and drug design. While
very powerful, most of the tools and applications
used for computational chemistry calculations
reflect the complexity of the underlying scientific
theories. Using these tools thus requires a lot of
experience. Their usability is often limited and
frequently deters novice users.

The computational complexity of these
methods makes them ideal candidates for high-
performance computing infrastructures [38].
DCIs, however, have usability issues of their
own, which limit their acceptance in the scientific
community.

Overcoming these usability issues and thus
enabling the use of DCIs for a broader user
community was the key goal when the MoSGrid
(Molecular Simulation Grid) project [16] was con-
ceived. It is part of the German Grid Initiative
(D-Grid) and is designed to address the require-
ments of both commercial and academic users.

MoSGrid offers a science gateway for the com-
putational chemistry community, providing easy
access to tools from the field of quantum chem-
istry, molecular dynamics, and docking. Currently,
the MoSGrid community consists of about 110
users or working groups, respectively. At this
stage, the science gateway is opened for beta test-
ing to about 20 users from academia and industry

whose feedback and demands are invaluable for
further development. It is planned to offer the sci-
ence gateway to the whole community in the near
future. Novice and advanced users are enabled
to run their computations on Grid resources.
They are assisted by graphical user interfaces with
different levels of sophistication to accommodate
both user groups. Additionally, standard methods
for specific problem classes are offered. MoSGrid
provides a framework for developing, storing and
providing simple and complex workflows. Fur-
thermore, users are enabled to archive the results
of their calculations in a repository and share them
with other users.

Having left the first prototypic state, develop-
ments in MoSGrid continue to focus on security
requirements of different environments. Distrib-
uted computing infrastructures are accessible by
a number of users from different locations at the
same time. The broad user community has to be
provided with an infrastructure that efficiently
protects their know how and molecular data.

The MoSGrid science gateway lowers the bar-
rier of utilizing HPC infrastructures by allowing
secure access to UNICORE infrastructures [47]
via a single sign-on concept based on SAML [45].
This paper describes the recent developments in
the MoSGrid security infrastructure. Considering
both the demands of academic and commercial
users, the paper focuses on the integration and
interoperability of the employed components with
respect to user authentication and authorization
and data security.

The paper is structured as follows: Section 2
introduces to the application domain, the MoS-
Grid infrastructure, and related work. The devel-
opments for the MoSGrid security infrastructure
are presented in Sections 3 and 4 demonstrates
domain specific workflows utilizing the security
infrastructure.

2 Background

Some of the application cases of structural bioin-
formatics and computational chemistry, in par-
ticular applications in pharmaceutical industry,
impose strict requirements on data security in or-
der to protect potential intellectual properties. We


